Move over SAS 70, there’s a new standard in town and
we all have to be up and ready if we’re going to ensure
safety and soundness.

ntoday’sbusinessenvironmentof organizational connectivity

and web-based networking, service organizations are

increasingly required to demonstrate that they have adequate
controls and safeguards as they host or process data belonging to
their customers. This need is supported by both real-life cases
involving breaches of data security within the mortgage industry,
as well as legal protections and guidelines.
A new standard developed by the American
Institute of Certified Public Accountants (AICPA), the Standards
for Attestation Engagements (SSAE) 16, is designed to help
service organizations provide reporting on its internal controls
and systems. Replacing its predecessor, Statement on Auditing
Standards (SAS) No. 70, on June 15, this newer and more robust
standard is an attest standard, not an auditing standard. As aresult,
SSAE 16 will now require management to provide a written
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assertion to the service auditor regarding
the fair presentation of the company’s
systems and internal controls. The im-
plications of this are numerous for mort-
gage issuers that seek to hire external
vendors for workflow management and
quality control.

The Sarbanes-Oxley Act (SOX) was en-
acted in 2002 in response to major cor-
porate accounting scandals by large cor-
porations such as Enron and WorldCom.
The Act, which applies only to publicly
held companies, created a number of re-
forms to enhance corporate responsibility
and ensure that financial institutions accu-
rately disclosed information. To minimize
future accounting fraud, the SOX Act also
created the Public Company Accounting
Oversight Board (PCAOB) to monitor
the auditing of financial institutions. The
SOX Act ensures transparency among
management and employees, and also im-
proves whistleblower protections. More
specifically, Section 404 of the Sarbanes-
Oxley Act requires management to test its
internal controls; for example, to ensure
their accounting systems are in fact meet-
ing key functional requirements related to
data transparency and access control. It
is the requirements of Section 404 of the
SOX act that make SSAE 16 audit reports

firm must, in the same report, attest to and
report on the assessment on the effective-
ness of the internal control structure and
procedures for financial reporting.

Dodd-Frank Act Section 989G amends
the Sarbanes-Oxley Act (SOX) to make
permanent the exemption from its sec-
tion 404(b) requirement for non-acceler-
ated filers (those with less than $75 mil-
lion in market cap) that has temporarily
been in effect by order of the SEC. The
act also requires the SEC to complete a
study within nine months of the act’s en-
actment on how to reduce the burden of
404(b) compliance for companies with
market caps between $75 million and
$250 million. The study will consider
whether any such methods of reducing
the burden, or a complete exemption,
would encourage companies to list on
exchanges.

The relationship between Sarbanes-Ox-
ley and SAS 70 begins with Section 404,
which addresses assessments of internal
control and requires a management report
to that effect in respect to financial report-
ing. Because management must report
annually on its effectiveness of internal
controls, it then has an obligation to in-

Because management must report annually

on its effectiveness of

it then

has an obligation to inquire and inspect on

all controls.

even more important to the process of
reporting on the effectiveness of internal
control over financial reporting. It states
that issuers are required to publish infor-
mation in their annual reports concerning
the scope and adequacy of the internal
control structure and procedures for fi-
nancial reporting, while also assessing the
effectiveness of such internal controls and
procedures. The registered accounting
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quire and inspect on all controls consid-
ered vital to the organization as a whole.
Since a large number of publicly traded
companies outsource a host of critical
services, these outsourcer providers, or
service organizations, are considered an
integral component for purposes of finan-
cial reporting. Therefore, a due-diligence
process must be enacted to have their in-
ternal controls observed and certified. The

Securities and Exchange Commission's
(SEC) Chief Accountant and the Division
of Corporation Finance has stated that
"In many situations, a registrant relies on
a third party service provider to perform
certain functions where the outsourced
activity affects the initiation, authoriza-
tion, recording, processing or reporting
of transactions in the registrant's financial
statement. In assessing internal controls
over financial reporting, management
may rely on a Type 2 SAS 70 report." As
a result, SAS 70 Type II reports provide
the needed assurance on service organiza-
tions that are conducting outsourcing ser-
vices for publicly traded companies.

Statement on Auditing Standards (SAS)
No. 70, Service Organizations, is a widely
recognized auditing standard developed
by the AICPA. A service auditor's exam-
ination, or SAS 70 Audit, performed in
accordance with this standard is widely
respected because it represents that a
service organization has been through an
in-depth audit of their control objectives
and control activities, often including
controls over information technology and
related processes. The SAS 70 standard
allows service organizations to disclose
their control activities and processes to
their customers and their customers' au-
ditors in a uniform reporting format.
The issuance of a service auditor's re-
port, prepared in accordance with SAS
No. 70, signifies to mortgage issuers that
a service organization has had its inter-
nal controls and activities closely exam-
ined by an independent accounting and
auditing firm. In accounting and audit-
ing, internal control is defined as a pro-
cess effected by an organization's struc-
ture, work and authority flows, people
and management information systems,
designed to help the organization ac-
complish specific goals or objectives. It
is a means by which an organization's
resources are directed, monitored, and
measured, and plays an important role
in preventing and detecting fraud and
protecting the organization's resources.

At the specific transaction level, inter-
nal control refers to the actions taken to
achieve a specific objective (e.g., how
to ensure the organization's payments to
third parties are for valid services ren-
dered.) Internal control procedures re-
duce process variation, leading to more
predictable outcomes. Internal control
is a key element of the Sarbanes—Oxley
Act of 2002.

The audit report was issued to the
service organization at the conclusion of
a SAS 70 examination. If a service orga-
nization provides transaction processing,
data hosting, IT infrastructure or other data
processing services to the user organiza-
tion, the user auditor may need to gain an
understanding of the controls at the service
organization in order to properly plan the
audit and evaluate control risk.

Without question, these service orga-
nizations will see a significant increase
in the number of companies requesting
SSAE 16 audits, and will need to be
prepared for the time and costs involved
with the process.

While the focus of SSAE 16 is similar
in scope to the SAS 70 standard, this
newer and more robust standard is an at-
test standard, not an auditing standard.
This means that SSAE 16 will now re-
quire management to provide a written
assertion to the service auditor regarding
the fair presentation of the company’s
systems and internal controls. This is
significant in that it requires senior man-
agement to “go on the record” regarding
their organization’s internal safeguards

and controls were suitably designed
(SSAE 16 Type 1 report) and operating
effectively (SSAE 16 Type 2 report).
Therefore, offering assurances to mort-
gage issuers that their customer data is
going to be handled properly and with
adequate processes and data security.

Many viable service providers and mort-
gage vendors have yet to go through the
SAS 70 / SSAE 16 audit process. This
leads one to believe that the decision mak-
ers at some financial institutions do not yet
understand the value of compliance to the
standard. It may be seen as just another of
the endless acronyms in the mortgage and
banking industry, and because mortgage
bankers are not mandated to ensure their
partners are in compliance by regulators,
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this standard may unwittingly be regarded
as unimportant.

While regulations contained within
SOX and the Gramm-Leach-Bliley’s
Safeguards Rule do not specifically man-
date these accounting standards, working
with vendors who have met the burden of
SSAE 16 compliance surely assists orga-
nizations to ensure compliance to those
regulations. For example, under the
Safeguards Rule, financial institutions

Requiring that service organizations are
in compliance with SSAE 16 is only
part of the important due diligence that
should be performed to ensure the se-
curity of customer data. It is important
to note, that although the CPA firm per-
forms a thorough audit as part of the
SSAE 16 standard, it does not “certify”
anything about the processes in place. It
merely states that such processes exist,

Without question, these service organizations
will see a significant increase in the number of

companies requesting
need to be prepared.

are required to secure customer records
and information. As outsourcing contin-
ues to grow as a way to hedge against
fluctuations in loan volume, mortgage
bankers are sharing critical and confi-
dential information with service organi-
zations. So how can a lender ensure that
the partner firm is properly caring for the
information as required? One way is to
ask the vendor for information on their
internal controls regarding data security
and privacy plans as part of their due-dil-
igence for vendor selection. Even then,
how can an organization ensure it is be-
ing properly followed? One option is to
send a team of auditors to the vendor to
dig through their systems, processes and
internal controls to ensure that customer
information is safeguarded. However,
this method can be extremely costly, es-
pecially when performed on an annual
basis. The SAS 70/SSAE 16 report not
only encompasses the same due dili-
gence as an internal audit to ensure that
the vendor is meeting data protection
standards, but also provides additional
confidence that the report is affirmed by
an independent and certified accounting
firm. The report provided by the auditing
firm will detail the processes and con-
trols that are in place, as well as attest to
their execution.
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and will

have been reviewed, and are properly
documented. To really understand how
well a service organization is safeguard-
ing customer information, mortgage is-
suers need to look at the details of the
SSAE 16 report and understand the ven-
dor’s internal controls.

While each report will be somewhat
different based on the vendor’s processes
and the auditing firms template, there is
certainly some consistent and important
information one can derive from each re-
port. For example, how does the service or-
ganization handle physical security? How
is the vendor’s physical location secured?
How are paper files transported throughout
the office? In a world of networked and
web based logistics, how are a vendors
computer operations controlled? How is
the computer room or data center secured?
How and how often are backup files made?
How are backup tapes or digital images se-
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cured? How is intrusion detection handled?
What data redundancy is in place?

These are just a few of the many
important details organizations will be
able to assess and understand by reading
through a vendor’s audit report.

With an independent, outside SSAE 16
audit, financial institutions gain necessary
assurances about the privacy of customer
information being housed and handled by
vendors. In turn, these service organiza-
tions also receive significant value from
engaging in a SSAE 16 audit. An Audit
Report issued by an independent auditing
firm differentiates the service organization
from its peers by demonstrating the estab-
lishment of control objectives and effec-
tively designed control activities. With a
trend of outsourcing services to overseas
vendors, the service organization that
can prove that it has the proper security
controls in place domestically can gain a
competitive advantage to unstable, over-
seas vendors that are handling customer
data thousands of miles away.

Without a SSAE 16 compliance re-
port, a financial institution may have to
undergo a costly and time-consuming au-
dit by their accounting team. In a world
of increasing regulatory oversight and
requirements, SSAE 16 provides lenders
due diligence that ensures data security
and regulatory compliance, while not in-
curring the expense of performing inter-
nal audits of a service organizations inter-
nal controls and safeguards. The SSAE 16
standard strengthens both the vendor and
the financial institution utilizing their ser-
vices, and in turn, strengthens the mort-
gage industry as a whole. %
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